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Abstract

Computer data and related investigative actions are novel within national legislation. The
Production order is undergoing active development, exemplified by a series of significant
legislative changes implemented from 2010 to the present.

It is imperative that the investigative action of the production order be fully integrated into
national legislation, ensuring that the collection of electronic evidence is carried out while
safeguarding and respecting fundamental human rights and freedoms. Consequently, this
research aims to comprehensively examine the essence and features of the production order,
evaluate the modifications introduced in national legislation, and based on an analysis of
judicial practice and the stipulations of the "Convention on Cybercrime," elucidate its
shortcomings.

Based on the requirements of the European Convention for the Protection of Human Rights
and Fundamental Freedoms, the Charter of Fundamental Rights of the European Union, and
the case law of the European Court of Human Rights and the European Court of Justice, to
evaluate the effectiveness of conditions and safeguards against arbitrary interference
enshrined in national legislation. Furthermore, through the study of foreign legislation and
experiences to identify diverse approaches pertinent to the research object, and formulate the
recommendations for the enhancement of Article 136 of the GECPC.

A myriad of methodologies, including historical, analytical systematic, dogmatic, formal-
logical, and comparative-legal methods are used and all aimed at attaining the research
objectives.

The paper is comprised of an introduction, 7 chapters and a conclusion. The references and 3
annexes are enclosed to the dissertation.

Significantly, the research and the topics therein discussed constitute a scientific novelty. The
nature and essence of the "Production Order," the attributes of electronic evidence, the
requirements of the Convention on Cybercrime, and the alignment of national legislation
therewith, as well as the extensive case law of Common Courts, belong to a range of issues
that have remained unexplored within Georgian scholarly discourse. As a result, the opinions
and assertions articulated within this paper hold substantial value for both practitioners and

academic legal scholars.
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ol dmoEogl  3060Mm36900L  0©YbGHMdSL, dob  JoMmmzbmew  Logmigl,  Ls3MMIMO
396bmbsmmo  dmbszgdgool dgbsbgzols @s 93039 gdol Logombl, 28 Lgdurysrme
3b™36M905Ls s 306MHM36900L LmEoswme 353806090l s 5.0. ¥ MRWGdOL BsGOM
bsbosmol  obgozs, 93609OHMs  2oM339ds  bsfoends Lgss dolbo  36900L

B7 056599060™39 93GHMIMd00 3vdog Mg70800 w360l dfsmdmgdgwl 0683mMTs300L 533 MMdOEI0LS
©5 dobo  doMomso  3m33mbybEgdol  BmbJsombomgdol, ddomwol  Fommzol  LEowol  Fgbobgd.
93¢™IMd0do  ©sdmbE 900 golsMmmdo Jmfiymdowmds, MHMIgwos bIoMs 3530060 gdos
06@gmbg@96 56 FmdoErmE B gRMmbmsb, bsgogs3Eool BbdEoom MOl smFMHz0owo, 0bsbogl s
2905b3g0L  dmbo39990L B3gbo  3MIMb03sE00L, T9Togz50 s 25T935¢00  BoMgdol, gEYmd0bgdgdOL,
030 dEYOsMYMdOL qLobgd. Tmboggdms sbgmds Bsgsds 3o FgodErgds 5M0gMmMO LodsMMEGdMOZ0
Lo30mbo Fs9m IOl 306050 3BM3MYOOL MBEgdOL 330 FMowdo. ob. Kronke C., Data Regulation in the
Internet of Things, Paradigms of Internet Regulation in the European Union and China, Kronke, Muller, Yu,
Tian, (eds.), 2018, 84-86.
28 Leander v. Sweden, [1987], ECHR, 116. ob. Murray v. United Kingdom, [1994] ECHR, 84-86.
29 Harris D.J., O’Boyle M., Warbrick C., Buckley C., Kamber K., Law of the European Convention on Human
Rights, London, Oxford University Press, 2018, 303.
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39bLOBOZMS s dbg FoPIWOMOE, GHMISL JMeol, 240 bsdMge MMOIboLy S oL
0M5bgobol 2 doge T9gIMmez5Dgdwo  35BToMmEJd0m 00 ,dOGHMO  IMRIBOL*
PRGOSl 329eobbIMdL. Bb3s 93@™MMYd0L bgwzom 30 306050 3BM3MGds 0bZMOTSi300l
3Mbx3000g630sMOMBILMID  5OOL  ©s35300MgdMo 2 s 5s803bMb @y  dob
396LMbsME  0bgMEMmBo305LMb  LsDBmYosmgdol IbMHOEIL (3™l  J9bBwM©3sL
3 olbIMd. 24

39b1b353900 4Bs 50MR0S 55F0BOL MBEGdsMS 93MMIMds LobETsMII M. Tobs
DomBmmaqbws s o0 dmGol dobsbdgmfimbers doskbos 306000 3bmzMgdOL”
369%0L 58MA[GMES350 AoBLIBPIM, 3065006 gl 0bOgzoEMs 2563397 LyBM3M9dTO
9dmgd3o3oL  go8mof393s. 2 s30@GHM™I, 30650 (3bm3zMHgdoL  MREGdOL  3mb3gBE0S
BoLOTIONEM 3659GH03000 BIOMME 960G EGHYds. IMEdvwo MBWIdoL s 3gMHIM,
5580560l MBgdsms  93MM3MEo  3mb3zgbiool 89-8 dMberols doMmoms oBIbUL,
Lobgdfogml IBGOIB 063000l 30Ms© FbM3Mgdsdo M30mbxdIMHO B30l
5335 Hotm3mMoygbl. 24 gl Lobgerdfoxmlb bgao@0Mo 35¢IdEgdol 3Esbolmeo
399mbsGengdss, 246 099935, BgROGHO0MEM 3500 GISLID gPMo©  Lobgwdfozml
3BO GO0 3509053 Fo9BB0S, B3 BomsbsM BMIGOOL F0LVIdOMS s 59EGH0IMO
99909800 MREgdol 35&0303980L5 s OE30L YBOB39EYMBIL A olbImMdL. >
9099595350 0301, MM 530560l MBWYGOIMS 93MIM3IO LOLETIODEM 56 0dg3d
306500 (3b36MHgd0L GHM056 BT FHJISL,2# Lollsdsrmma dobo 3ModEHo3ol dsbdow by
993653 gds  gobloBzms Logombgdo, ®MIWYdoE 306050  (3bM3MYdOL (330
3969030 993939. 30650 3BM3MGIOL 3639BE0s FMO(3I3L BODBOZMO S FMMIEIME

M0LJoyd J. I, Privacy, technology and the law, Information Technology Law, 4® edition, Oxford University
Press, 2004, 46.
21 Warren S., Brandeis D. L., The Right to Privacy, Harvard Law Review 4, 1890, 193-220.
22 Moore D. A., Privacy Rights — Moral and Legal Foundations, USA, The Pennsylvania State University Press,
2021, 12.
23 0439, 25.
244 Niemietz v. Germany, [1992] ECHR (Ser. A), 29. ob. Costello-Roberts v. The United Kingdom, [1993] ECHR
(Ser. A), 36.
25 Liber v. France, [2018] ECHR, 40-42.
26 Kroon and Others v. the Netherlands, [1994] ECHR, 31.
247 Barbulescu v. Romania, [2017] ECHR, 108-110.
248 Niemietz v. Germany, [1992] ECHR, 29. ob. Pretty v. The United Kingdom, [2002] ECHR, 61.
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bgwd9gmbgdemdsl, 2 bdgbmd®ogo  bmg®mgdol  BooFmadsl, 0 mxsbm®
3b™3MgdsL, 1 Jodmfgmsl, 2 3OHMmBgLbome  ©d  3mIgeiEome  boddosbmdsl, 23
396LbMbs® Imbs3zgdms HE35L#* s bbgs 3608369em3z96 Lo30mbgdL, GMIWwgdos
306m36900L 35309BO Q5630MGOOLMZ0LOS BLOFOOM. 0go 56 ML F9HBVMMEo
9.9 »00005 §6H0m“ @5 56 259MmMOEbOgL 30MHM36gdOL Q509 LodysBMLMsb YYOHPOIOMBDLL.>>
“3065000 LME0sMo 3bmgzMHgdOL* Rwgds 06030l LbgadmMsb »H@POgOHMMBOL
Jmbol s 350096 gPMs© dJobo gobsgoma®mdol MFBEgdsls s60Fgol.2>¢ dg@oE, 306MO0
LEEOSW YOO 3BM3EOYOS O30S bHFMTSM SEROWDBY3 S 30MPO FBMZMGOGOOLS
950 6ol 303mgeol 30653096305 MOMBOL 353030L(3905 FoMBEHMmYGOME0s. %7

56599000Mm39 bmxzwomdo H9dbmewmyon®o 45630msM00L ZmbEBg dodmfgmol s
BMA9o© 3036035300L 3006830 I6E0SMMOMBIA QoM Egbo 3603369 mds dgodobs
30650  3bm3Mgdol  35E030L3900L  MZoWLsBOOLom.  TgLodsToLOE  IMOYOHDO
39635MGH90> 495395 5Q05F05B0OL MBWGdIMS 930M3ds LobFsMICEMT 0dols Tglobgd
099 M3l 29olbdmdl 303960353008 3MBB0IBE0sWMOMdOL ©oE3s. 080 FMOoEs3L
OMaMOE X ool 93090l FmMob?8, olig bbggdmsb?? sGlgdrIe Lodgargnmbm LomdGM9dL,
LoGIWIRMbM  DoGgdL  3gHdm v LodLobMHgMdMH030  IHILYOIMWGdOEIE 20
0b6x3mMo305L 30803300l AOBbMOE09WdoL  MIMOPOL,  bobyMdwrogmdols s
500bgb&gool bmdmgdol dqliobgd, ¢! 8mbogdgdl dmdowyGo mvy Lbgs bgdolidogmo

29 X and Y v. The Netherlands, [1985] ECHR, 22. ob. Osman v. The United Kindgom, [1998] ECHR, 128-130.
Dordevic v. Croatia, [2012] ECHR, 141-143.
B0 Bv. France, [1992] ECHR, 63. ob. P.G and J.H v. The United kingdom, [2001] ECHR, 56. Orlandi and Others
v. Italy, [2017] ECHR, 143. Beizaras and Levickas v. Lithuania, [2020], ECHR, 109.
Bl Marckx v. Belgium, [1979] ECHR, 31.
B2 Halford v. The United Kingdom, [1997] ECHR, 44.
23 Fernandez Martinez v. Spain, [2014] ECHR, 110. ob. Barbulescu v. Romania, [2017] ECHR, 71. Antovic and
Mirkovic v. Montenego, [2017] ECHR, 42. Denisov v. Ukraine, [2018] ECHR, 100. Lopez Ribalda and Others v.
Spain, [2019] ECHR, 92-95. Satakunnan Markkinaporssi OY and Satamedia OY v. Finland, [2017] ECHR, 130.
54 Yonchev v. Bulgaria, [2018] ECHR, 49-54. ob. Z v. Finland, [1997] ECHR, 95. Klass and Others v. Germany,
[1978] ECHR, 36. Bykov v. Russia, [2009] ECHR, 81-83.
25 Denisov v. Ukraine, [2018] ECHR, 96.
26 Botta v. Italy, [1998] ECHR, 32.
%7 Barbulescu v. Romania, [2017] ECHR, 80.
8 Margareta and Roger Andersson v. Sweden, [1992] ECHR, 72.
59 Klass and Others v. Germany, [1978]) ECHR, 21. Malone v. The United Kingdom, [1984] ECHR, 64.
260 Halford v. The United Kigdom, [1997] ECHR,44. Copland v. The United Kingdom, [2007] ECHR, 41.
%1 P.G and J.H v. The United Kingdom, [2001] ECHR, 42.
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303309390 IMymdowmd0sb, %2 gergddOmbmen 893 Ymdobmdsls, 263 dmbo39dgol
06@9MbgBHoL  godmygbgdols Jgbobgd 26 s dmbozgdgdl, MmAgeog gobmsgzlgdmwos
19MH396MGOLS* 019 300330993 YOHIC IMbs3gdms Fabobgger IMHgmdoErMd7dT0. %
3H905, 306050 3bM3MYdOL bgwdgmbgdwmdols MBwgds 0bogzoolL 3bmzmgdol
gz9gws  d139dBHoeb  8F0mM®  9MOL 5393000900,  OEOS  MsbsTgEMH™M3Y
A99bmmyosms BgRo3gbs3 9@5306MS YM39OPOIHMdIBY, F9BLIMNGId0 30
dom  30oghH  QobbMmO®E0gwdE  3m36035305D9, Mg 3oMso  3bmzcgdols
by89mbgdEmdol MREgdol o330l Bd30MbL g98mEIgdom Sbso  gsdm{393900L
006589 594gbgdl. TgLodsdobo, 5sd0sBOL MBS  93MIM3MDs  LOLHTIOICI ™I
3009960353008 Ls0EMAEMgdol  gobTo®mEgdolsls, dobo  gobbmM0ggdol  yzgws
d9Lodem  LsdMoEgds v Jm3Egbs dsomzsobfjobs s oo  BHEMOO30EXMIb
905, 3009960353008 05b59MM3g BoTMOW OGO  FOWI(39FLI0, FMTS390YIEO
099 9965690 06x3mMT53053 Imod30s.

2.1. 98900l IsMmmBMIogco 99Brmzol Logwdgzwmgdo
500530560l MBREWGOsMS S JOMOMHE M930LYIRWYDIMS O330L J3MM3NME0 36396300

3065000 (3bM3M900L bgedgmbgdemdol MBgdol d9B30L Loywdazwgdl BmlEs©
5 53MAGME0350 2obloDP3M3L. g0odEgds 004353L, MM bbgs As8mbs3eolgdols
39035¢0bF0bgds o9dz9d9os (numerus clausus).?” JoBsbL, Lobgedfoxzml TbGOLL
060030ms  dOMOMI©  MBWIdsdo  M3000690Me©  BoMgz0l  Tgbodergdermdols
503mRb3zMs  FoMdmoygbl. s3Mgm3zg, Lodmdoosdm s 3mmo@03MMo  MBegdgdol
dgLobgd 3sg@ob 99-17 8mberols Jobgz000 8390905 30MOL 3005 MY MR SHBYO
3H™36M9d5Ls O 3MMHgL3MbY6305d0 MZ0bgdMEMO0 b M3bMbm Boegls. sliggg dolo
©oMOBYOOLS s M93MES300L 1356Mmbm bgarymns. 268 Bsrgls dgodergds dbmerme 356mbols
Log3dzgebY obbmM309c gL, bmerm Bs®gzolsll M30mbgdMdOLAG o330l doBbom,

262 Saber v. Norway, [2020] ECHR, 48.
28 Copland v. The United Kingdom, [2007] ECHR, 41.
264 0(:]33
25 Wieser and Bicos Beteiligungen GmbH v. Austria, [2008] ECHR, 45.
26 Petri Sallinen and Others v. Finland, [2005] ECHR,71. Iliya Stefanov v. Bulgaria, [2008] ECHR, 42.
27 Corstens G., Pradel J., European Criminal Law, The Hague, The Netherlands Kluwer Law International, 2002,
449.
268 International Covenant on Civil and Political Rights (ICCPR), 1966.
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9o Mol 09 ol 356mbols bygmdzg by bmeE09wYds, 499mYgbgdmwo mbolidogds
35dBHol 3oBbgdoly s ©YdIMYgddoL dgLlodsdolbo s  5393MMMWSE  IM (39T
Lo@Gvo305d0 3mbogmMo Mbs oymb. BsMgzs 30 gmbogmmos v ©mbolidogds
396306HMdgdMos  Md0gdBHIM0  3O0GHIMH0NIGO0mS  ©s ol sLLLYWO  BoBbOl
36MM3MMO30os. 2 53 IbM03 0IbEGHMM0s 50560l  MBEgdsms  9G3MM3ME0
BoLOddOPEML 36593035327

d9Lsd5T0LO, 30050 S MYIBMOO  3bM3zOgPOL  MRwgdol  JgBOM30L
9560 HBMI09M900L oPBOLMZ0L LogMMOEMYdMS Lsdo slidgdE oL TgxroLgds. 39Mdm,
39D0M©35 5OHOL M) 565 356Mbols gbsdsdolo, galobmEmgds YY) 565 ol LMEOSW YOO
00090 gdg00L ©(339L 96w W9gao@0dME FoBIBL s TgusTg, SMLYIMOL My SO
©99M36M5GH0 LyBMYPSEMJd5do obo odmygbgdols sME0EGOIW M.

2.2, 356mbob 99Lsd530L0
5580560l MBWGdss  §3MM3ME0  BolvdsMmEm  458©dgdom  FoMOMYdL, MMI

Lox O™ bgeoligargdols IbGHosb bgdoldogho Bscgzs 306369008 30Ms@ @S MY sbME
3H™693580, LobEols M) JodmfigMsdo 39bmbol Jglodsdolo Mbs 2sbbm®mEogwgl.?”!
Bofyob 9&o39939 9608369035605 2560L5DBOIOML 0399 MMM 553060l »BWGdSMS
936300 BobddoOmNEML ,356MmboL* 3mb3gBE0s. YMMOLOMGd0s, HMAI J56Mmbol 454905
AbMEME B0OISWMOHO BSFIONEOm 56 6MHOL F9DVMEo s Bsbdo ToEHgM0s OO
@5 36M9(396096GH WO LsFIMMOWOE BM0sDMYDs. 72 sgMgm39, G9amTs 046905 G009
Lobols  domomgds  3mbEH0bgbGHMM0  930MMm3ol b b ™-539MH03wo  LsdoMmools
LobB)doBg. FgLodsdoboE 3Mmb(398E0530 93939 OMYMME M0, 0bg IMHgMgwo
L5TOSEOO.

»3906MbOL Gqliodsdolo™ gmErolbdmdl d9BMw3oL Mo FsGEHM Fos, JOHmgbwmwrwmen
3960mb3gdmdsLob  FgLodsdobmdsl,  9sdg  dob  ,396mbol  bsGoLbmIbsG”
056b390MsL. 72 mogol IbEMOZ ,396Mmbol ba®olbol® dmmbmzbgdosb 2sdmdobstg

29 Toonen v. Australia, Communication No. 488/1992, Human Rights Committee, 6.4.
270 Golder v. United Kindgom, [1975] ECHR, 44.
2\ Vavricka and Others v. The Czech Republic, [2021] ECHR, 267-269.
272 Chappell v. United Kindgom, [1989] ECHR, 52.
273 Big Brother Watch and Others v. The United Kingdom, [2021] ECHR, 332.
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96003690M35605 M0 9agdgbGol sMBYdIMdS, MHMYMMOE OOl bgewrdolsfizmdmds s

3963369GHomds.

5) bgedobsfizgmdmds - bgedobsizmdmdol dmmbmgbols dobgzom  dmdowsdql,
9356bgL 96 BdMOEWEYOMEL 3:MB3MgEHME0 Fo69amMmgdgdol dobgwzom by dggdeomls
090l 25633935 0¥ IMm390w  F90mbgzg3580, GMIgo  BssONEGOM0Z0  bMETS
3990ygqgbgds. dm3990 dMmMbM3by ©O305YMBOWGOIE 03D, MMEgLyE Jobmbo
399md3994bgdmenos. 74 33536005 80MIs, MHMmEILsg Lsddg FoMmer  Bogsdmdogdm
0gd0909d90L  gbgds. 3065056  5©0bodbMo B  BMO309©Yds  ©d
0300690030l MOL30 FoWOW0Y, )30 gdE0s bgrrolgegdolmgol doboFgdmewo
oL3M93E00L 359mygbgdol BsGYEgdoL, bgMbol Ls3ds®molbo LoEbsoom goblsbrg®s,
505 0600030l M300690MO0 Bs6930LYb o330l 59335G M0 ©HE30L LETLSEIdS
dogiqL.?”

d) 396330gBHoMds - 50bodbmo  dmmbmgbs  ©s3sgdoMgdmos  39bmbol
39bL5BOZOMEMBOL  IPbM3bsLIsD. (Lex Certa 3G0bi3030). 3M0b3odol dobgzom
Ba®3ds  935830m©, LO3FsMOLO  LOBMLGHO®M MbEs 0gmb  BMOIoWOIOMEO, ™I
5QMgLEGHB> F9dEml bH3MMM0 J8gEIOOL LMD TglioGY30L9ds.7¢ Bomeow by oymls
396LsBO3OMEo bgwolbBmgdol OLIMYE00L BIMRWIOO ©s OMIMOF 93OM3YWO
BoLOFoOOEML  369dBH030m M0l BsdmYoodgdwo,  FoMmowos  39bmbols
3963369BHomdol  dmmbmgbs  BoMmeo  Loasdmdogdm  8mddggogdol  dbGo3
3obLbge390M0s 3000609 ULbgs Lbyg®™do, 7 mwIEs 9ME0WIOI0S  5I339GM0
39090m909gd0ols s 3060Mmdgd0L  F30BoM®  2omM35¢olobgds geMm3zboeo
3960mb3gdmdom, Gosms 0boz0l 3Jmbogl HoMmdmaqbs Lobgwdfoxzm MmMAbMmms
9096 RO ©Mboldogdgdol godmygbgdols Jgbobgd. 278 dgBoz, 3M939b©IbEGH™MEo
L5FIOOWOm, LBOLOTIODEMT MG GISTIMVBOEIGOOL dMOMEHS® FodMmYgbgdol ™Mo30b

24 Silver v. United Kingdom, [1983] ECHR, 87. Leander v. Sweden, [1987] ECHR,50-54. Rotaru v. Romania,
[2000] ECHR, 52-54.
5 Malone v. The United Kingdom, [1984] ECHR, 67.
26 Lebois v. Bulgaria, [2017] ECHR, 66.
277 Leander v. Sweden, [1987] ECHR, 51.
278 Roman Zakharov v. Russia, [2015] ECHR, 229.
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SLOE0EGOIWHO BIOME bQSIMA09dM dMmJdgYdJOMID 3530060 OTSBHJIODO
9060850 29M56GH0900  8908wdsgs.  39Mdm, 39bmbom  Mbs  oboloBzmM™U
6580 mms  (iMg, GmIgrms  d90mbggzsdoi  ©olsdzgdo  0dbgds  @mbolidogdols
399mygbgds, 3ocmms 69, GmIgwoms Fodsmmsg  890dwgds  2odmyqbgdyer  0gbsls
LoaodMmdogdm  dmddggds, dolbo  boba®dwogmds,  VgaMm3zgdmwo  dmbs39d900L
399Mm33930L,  99mygbgdol, Tgbsbgzol, 45390l MLITROHDbMGdOL, Hodwrol o
3965 M9g0o0L 3OHM3)EMY0. 27

396mbol  4963309BHo0MdOLIL  gMoEgds  4935H30w oS L19305M0LC s 96

»0LMEMEAMO LoBMLEHIDY, 3065006 13965136900l Jowfigzs Fgwdwgdgeos, begom
396mbob bgoolibgs 49693mqd9gdmsb sbb3gMOL 9300 gdWMd0EIL godmdobaty

396339000 ¥3bM356935 oM GdMY0s. 280

900M30Md5d0 356mbol bgerdolsfizmdmdols s 396330M93Md0oL 3M0EgH0v)dgd0
96003690356 GMEb 05858396 30650 3bM3Mgd0L bgerdgmbgdemdols maengdols
5(330L ABGM0Z O 5MVTIOGHM. B! M3 MBOM 396M35600 MBW9dOL FDPsz0 bM®As,
doo MBOM oS MoLZO MRl IMP3I30L. FoLMb, s©0b0dBMEo BMmmbM3zby
99899GHME0 LobOFSOM 3MBEGHMMMOL F0bs30MMBdIBE FoMTmoygbl. GmgLsz bmEds
93580 s BMLEH0s, bsmgEos dobo ImgdgEgdol BoGYMGIO, 530S MBWGdOL
MM3930L BodGHoL 83H30E9ds S FgLvdsdol, d0Ygbgdwro Bosbols sbsBEIMMgdOlL
dmmbmgbs. 09335, ©0s GH030L Loasdmdogdm 9mddggdgdmsb gocMmdom, MHMYMOS
©90Mm®» 00935, RO LsQsdMI0gdM dmddggdol B3 ITSBHIO0MO FoebEH0Jd0S
Lo FoOM.

2.3. 90GH0dmMmo dobsbo
500530560l »MRWgdsms  93OM3Mwo  3mbgzgbgool d9-8 Imberol  dg-2  Bsfoero

50m3()6535390 29bLIBWZMI3L MBgdsdo B30l 9gA0EH0TNGH FoBOYOL. LoxsGm
bgolviegdol IbGO0D MBwgdsdo Bo6935 2odsMmMEGdI0s 039 0g0 brM(309(YdS
396mbob dgLsds3obO @S 9930WYdIE0s 9OHM36v)o MFodMmgdol, LobmsmgdMH030
MBogOMbMgdoL, 939960l 93mbMT03MMO 39000 IMBOL,  MFuBoMdOLS v

9 0439, 231.
80 Sunday Times v. United Kingdom, [1979] ECHR, 49.
2810lsson v. Sweden, [1988] ECHR, 61.
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5658590l 0530056 SBSEFOW IS, KXIBIOMYMBOLS 56 FMEMSEOl, sbs bbgsms
"MREGOJO0LS O 1530L9IBWYOGOOL ILS(3535. %2

930GH0dMM0 o0BBol BB 9O ML F9MITEIbo  36033bgerMdOL 93 M3MeEo
Lobodsmmem  dogh  255(Y393H0wgdol  dowgdol  3OmEglbdo, 0Mdgs  OMyMO3
LoBOAIODEM 3M5gEH0350 5B39bs Fols M9b53gMM3g 3H9IbmEMma0gdol Aobmoglindol s
399ggbgdol  B3MOL  ILYEYIbSI©  0Yygbgdgh. 2 dsgsomolmzol,  93MM3MEo
BoLOFIONEM gL F93MMBOL 3MBoEOsL, BMI MoMOL s6589FOL s ©H3-ol
0b6x3m®3s300L F9bob35 obsTsrIemol godmzargbols s 369396300l wga0E0dNE o0Bbl
90LsbMM9ds B0bgo35 0doLs, MM 58 0bxMEOTs300L 19330039 FM3M39d0L
90bsbo 3m636M9BH Mo 306H0L BToME™sb 353d0MOL YIBS HoMBMoYI6., brmerm
dolo 296033990 EOMOm Jgbobzs MBOM RBsOMM FJoDsbl gaLobOYds, BMYMOOES
L5dMAo3ME  53B5T539900L  0I6EHOBOEFOMYDIT0  IBTMGdS. 24 SBserMyoMMo,
LS9 IBRMbM BsIMOL BsOIWO J0YMOYds, 0b6xMEOTs300l Tgbsbgs o 498503690
BobOFoONEMI MfglIgMdOL 6 ©IBsToEols 369396300Ls s LbZsms MBEGdYOOL
53306 B0Bbom Wga0E0dMGMs© Foohbos. 2 sli939, IBIToOl godmgegbols s
369396300L 3G90 LB M LodgmzoyMMgm 35896M0OL Bl Qomizs bobo,
099935 X IWMBOLIL WIROGH0IME FoBIBEDY TgBo® YMMsEMYds MBEgdsdo BoMgzol
33O 30) MOl G053y, 286

3H5@005, ®M 5©580560L MBEGdSMS J30M32)0 LOELOTIMWM I YIBHOEO 3G5dEH0I0M
U535 HoMmBMgdol 3Mrm 39830 MbsdgEM™3Y BH9dbmema0gdol 4s8myqbgdols s dsmo
©obdsMm90000  g0BH0dNNOHo  FoBbol  Joofigzol  dmdbeMgs, Mdzs  S©0bodbmero
5993000935 M9B>BMI0gMGO0L 360063030l 3300 MBS YobbmEME0gEEIL.

2.4. 5793009090 ©gImIMEGHMm lssBmysmgdsdo
500530560l MBWgdsMs  93MM3MEo  3mbzgbzool 89-8 dmberol 39-2  bsfowwom

39035¢0bF0bgdMo  LygmA3zEEol ,999(30¢90g0  ©JIIMIMGH0 LabMAdMdST0“

82 Vavricka and Others v. The Czech Republic, [2021] ECHR, 272.
B3 Murphy T., Cuinn O. G., Works In Progress: New Technologies and the European Court of Human Rights,
Human Rights Law Review 10(4), 2010, 618.
84 S, and Marper v. The United Kingdom, [2008], ECHR, 100.
5 Adomaitis v. Lithuania, [2022] ECHR, 84.
286 Peck v. The United Kingdom, [2003] ECHR, 79, 87.
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o6 gddo  dMmosHMYds OmameE  dgBOME3ol  LYRMIZgWosbmds,  olg
UBLOOSOMEIMBS S MIBIBMI0GMGds. 27 55060l MBWGdsDS  9G3OM3MEO
BoLsdoMNEML J0gH oAb 3M5dEH030L obg3z0m Fodmygbgdmwo ©mbolidogds
90Bbol oefgzol godmbiogao LsFNsEgds Mbs ogml, MMPEs BBLOOIGWEIMdOL
3606330300056 259m3E0bs6Y M) 3BIM (39O LMo doBbol Jomfigzol Lbgs,
MREgool  653wqd IBOM©s30  LYFMEgds IM03M39ds, IMOMOOGHYBHO sl Mbs
909b03mb.  3OM3MOE0MEMdOl  obsbdo 30 2odmygbgdmwo  ©mbolidogdol
AE3M@ MO S WY0E0d6 FoDsbl FmMHoL Lomsbsm doEIsbLO Mbs SOLYGdMdIYL. 288
360036900 m35605, Ym@e®gds 253585H30Mm BOGY3S ,»9Y30gdgol” Bbd0me
©5A300mM35DY. 500530560l MBWGIsMS 930IM3E0 BobEBsOMEIML JoEyMmdom 0go 5O
00935 53060900l LMo gdsll @s  dobo  BsboggEgds  olgmo  FHgmdobgdom
MMaMmO90035  299MmBOYR0, MmbogzmMEo, LslwmGmgzggwo ©s Lbgs, 80v©0gdgwos.
d9Lsd5d0Lo, 0go FBMEME @S FBMWMmE  YMEoWgdgwo Mbs ogmb  ,8(3939
LM E0SXOHO Lo FOMMIOOL™ ILYE335.%

Q©OLOYID5, SMOL M) M MBOLANYBOL 9dMYgbgds ,,9E0E B0, Tmwosbo
L5FoMmMOHoMTMGOOL  2om35¢0l[obgd0m  BolsdoMmm  5x3sLgdl  Lobgardfozml
0309300l F9L5dgdMdSL.>° F9z351900L BOZMOL FMEFMEEMdS HTMIOWIII0S MO
3odAHMMgdbg,  dom  JmOol,  3mb39630000  ©IgMwo  MBWgdol  FobosMliBy,
5QMgLSEGHOLM30L ol 360369 MdIBY, P30l 0bEHIBLOZMBSLS S 330l MdOYJBHDY.
B0350:0 Jom NBOM 0DYMIdS OMEILsE LOLHMODY 060300 OGO YRWIGdS I3V,
M0Igeros 330 9OIL0S »0b@03MM0“ o6 doMHOMSO R 9OGO0M
LOMRIOXMBOLMZ0L. ! glvdsdobo, TJBOMOIo MBgdol JosOHPEHBMT0gMHYdOL
d9L5935LgOWOE  3OM3MOEFOMEXMIOL  (0965BMT0gMYdOL)  3M0BE03L  JoMITBHIbO
360083690mds 960Fqds. 39b5HBMT0gMHgd0L dmbM3zbol Msbsbds Lobgerdfiogml doge

3939090 o  ©mbolidogds, MmMIgoi  MREGool 9Bl 0fi393L,  3)3939
LOBMAOOMIIM030  LsFOMOMIOOL  3OMM3IMOGF0o Mbs 0gmb.  3OHMIMMOE0IMOOL

B7 Corstens G., Pradel J., European Criminal Law, The Hague, The Netherlands, Kluwer Law International, 2002,
453.

8 Observer and Guardian v. United Kingdom, [1991] ECHR, 59.

9 Handyside v. United Kingdom, [1976] ECHR, 48.

20 Paradiso and Campanelli v. Italy, [2017] ECHR, 179-184. ob. Klaus Muller v. Germany, [2020] ECHR, 66.

21 5daq.
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5659900039 996MEMa0900L 259myg9gbgdols 3mbBg MRM™ dgE s 0HBM©Yd, 306506
MMamO3 9360M3ds LolsdsOMEMA obdotEs 3mb3MMbEGHMw 0bEgMgligdl dmGols
L50565M B5EBbLOL H(330L FoM9dg 56589MM39 LOsMZIWMZoeM FgdbmeEmaOgdoL
399md0gdol  JoBbgdolm3z0l  aodmyqbgds  3600369wm3bs  FgobMLBYAL  3oMOoo

35360900l MBWIO0m OEL? 0bEIMYLYdL.>?

3. 356>0@BMdogho 99bmM30L 306Mdgd0 93Mm353d0M0l BbsdgbE M@

15398500 oG EH00L dobgwogom
60056Mdwog0s,  OHMI  930M393d06M0L6  BMBLTPEGHMO  MBWgdsDs  JoO G0

3obLb35390000 5@5305BOL MBEGdsMS 9G3OM3ME0 3mb396300LYYD WITM30YdgWO
LobBom 0393l OMYMO3 306050 O MR IHBMOO 3bM3MGdOL, 0Ly 39MLMbsW G Jmboizgdoms
5(330L MBGOIL.2% 0999939, 00l QoM35¢oLobgdom, M oLobo 56 309393690056

SBBMENBHMO MBI 35BHIFMOO0L, JoOEHoob 52-9 dMberols 306390 399630
3390l B0 J9HBME30L TGLodEGIWMBL, YY) 0 F9m35¢oL0bYdMOos 396mbom,

39D0M©300 56O 0gobgds 58 MBRGdGOoLs O Mo30LIRWIGOJIOL SMLO, T9BYMIS
SM(0EYOI0 O 3OMIMMEF0Y0S, 020 JALILKYMYdS 936MM353d0MHOL FoGH SOOI
Lox 5™ 06@gMgLOL oBBIOL, 96 LoFoMms Lbgoms MRWGdGdOLS s Me30LwREGOJdOL
5L5E935¢. ?** Jglvdsdolo, RGOS0 BMY30L oMM GIOLMZ0L  59)(30¢GdJW0S
©530594mxz3omgdm  0dbsl  JodGoom  aomzswolfiobgdmmo  BsGoebmdogemo
39D0m30L fobsdommdgdo.

3.1. dgL5d530lMdS 356MbBms6
500530560l MRWgdsmMs g3Mm3mwo 3mbzabzoom sygboo Immbmzbols bgs3bo

FoOG00ob  doBbgdolmzoLsi  39bMbmsb  Fglisdsdobmdol  3Mo@GHgMomdo  MBWgdsby
©509Lbgdmo  gBOM3oL  396mbom Mgy gdsl  dmombmazl,  GMIgwos
b9dobsfizmdo, 396330930 s Bs3dsMobo Lobosom 0469ds MMM OMYdIYWO.

22 S, and Marper v. The United Kingdom, [2008] ECHR, 112.
293 Charter of Fundamental Rights of The European Union, 2012, article 7-8.
24 Volker unda Markus Schecke GbR and Hartmunt Fifert v. Land Hessen, [2010] CJEU, 50.
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03006909600 B56930L6.

OEbsg  JoOG00ol  30Bbgdolmzol  ,396mbmsb  Gglisdsdolmdol®  3G0EYMH0MIbY
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0965b 3009090 153000bolETO LEMILIMEYOL LELASOMEML B0geM WST330MYOWO
3963s6m@H9ds60.

3.2. 406005000 MBREBOL 5MOHLOL 35¢030L(39ds
909bg93500 0doLY, MHMI JoOEBH00® IEEO MBGdOL 913 OLEAZ3900s, 5356

MREgooL SMLOL bgwrymazs 56 Mbs Mmofz0ml. Mv) MBEgdol d9BMM30L dggy©
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39M99mgdg00L  dobgzom,  2s633bsadol  dmbsggdgoo  LmEoswydo  Jugwrols
»Facebook™-0ol 06¢sb0w®ds 930¢0mdOds 303356058 3mAolool 45sfY39EH0wgdols?*
Logymdzgendg ,Facebook” inc.-l o d0-0o 390569 LgM39gMHGOL ool dmdowrsdols
9330339000 533-00 561YdE0 356MmbIYOXMBS 396 MBOHMB3gWYMRS 39HLMbsmMo
9mb5(399900L LMD M HE3L, MMAEOL SMRMTGEESE0LSE Hob 9350 LBMMgbols
2013 Herob 13bso MIVMS. 306OL, HMIgEdsi 533-U gMMm3zbmwo WLsgMmMbmgdols

25 Scarlet Extended SA v Société belge des auteurs compositeurs et éditeurs (SABAM) Opinion of Advocate
General Cruz Villalon, [2011] CJEU, 100.

2% Handbook on European Data Protection Law, 2018, 44. <http://fra.europa.eu/en/publication/2018/handbook-
european-data-protection-law-2018-edition> [05.06.23].

297 Maximillian Schrems v. Data Protection Commissioner, [2015] CJEU.

28 Commission decision 520/2000/EC of 26 July 2000 pursuant to Directive 95/46 of the European Parliament
and of the Council on the adequacy of the protection provided by the Safe Harbour Privacy Principles and related
FAQs issued by the US Department of Commerce in O] 215 of 28 August 2000. ob. Communication from The
Commission to The European Parliament and The Council on the Functioning of the Safe Harbour from the
Perspective of EU Citizens and Companies Established in the EU, 2013. < https:/eur-
lex.europa.eu/resource.html?uri=cellar:551c0723-784a-11e3-b889-

0laa75ed71a1.0001.01/DOC 1&format=PDF> [05.06.23].
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155296@™ 0LgMO  MOYIBOB30900L 30603000 Mo FJoyrMmoEgdsdo STbos,
MHMaMmO03s ,Facebook”.

LobodoMmErmd,  Jo®Goolb  domzgowolfiobgdom  3mTobool  AssfY39@0Wwgdol
056000900l dgi30L9d0LOl 49B3oMEs, MM 13MbEsdgb@mmo »MRWGdOL ©s33s dob
39D0©358 IBMwmE 8353600 530 gdMIOL  3060HMdYdT0  2olbIMdL, bmerm
39606393 mdy, H™Igeoi bguolvzargdsl sdegal Bmyswo 3madol bydvrswgdsls
3009960353008 F0bos®lBg, Bosbl 59gbgdls JodGHool 89-7 dmberom goMsbEGHomgdmen
MRBEgdsls. v 593-b BBl Ym39wR35Mm0 MdOGIEHIO0 A5TMMW9dOL 456 9dY
P30mds 946905 gangdBHPmbmwo 3m3M6035300L Tobss@lbY, bmerm 5O  0sMIYOJOL
03 g05dmbogdoll  dMmOMEGH®  4959mygbgdolash o330l  Lomsbosm  d9dsboBdgdo,
MREGOS 390038 dol 3b0TdzbgEMdsL.  Fglodsdolo, LolsdsGmerml dgg3sligdom
5396M030L 899600900 IBHoGgoo 3960 T9oLOEGIS  ,YLIROMBM  BogLs MOl
b 5 JoOEH0LMb GOHMMBEOMBIT0 3960 03530 J3M™ 3538060l OMYJEH0300
3965(H0OIRNX YBWIOIRL.

5369039, ROl sOLoL 3540303905 953056905 93603538060l
oMLK MgdoL LLsdsMNE M F3L 0MESBEOOL (3083MME0 MBEGdJOOL Logddgdo.?
396Jdm@, LELOASOM ™I IMbs398ms F9bsb30l WOM9]E030L3% Fglsdsdolbmdol Lszombo
JoOGo0b 89-7 s 99-8 3MbgdmMsb 0dsMrmNgdom Qobobogs. oMmgdE030L Msbsbds
909dBHB™MbMmo  3m8mbo3sgool  3MM3o0EgM 333560908  dmIbTsGgdgms
390099QP0GO0LS S 5QYOETYIMIMBOL 5BV BOZMYo dMbs(3999d0L 6 MN306 24
39909 d9bsbz0L 35¢0YdMEgds 3JMmbom, 3 Mog Logsdmdogdm MmMsbmgdls ddodg
56585790l 369396300, godmdogdol, sdbsdsgol 3odm3zwgbols s olixol dobbom
Jonbg  P30mdol  FgbodergdMdSL  9dEg3s.  Fgbsbobo  Imbsogdgdo  gbgdms
0b6x3m®3o305L 3m396035:300L ysmml, b6 gdol sEHOEOL, MIMOPOL, OMOU,

9 Digital Rights Ireland Ltd (C-293/12) v. Minister of Communications, Marine and Natural Resources and
Others and Kartner Landesregierung and Others (C-594/12), GG, 2014.
<https://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=
Ist&dir=&occ=first&part=1&cid=511178> [05.06.23].

300 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of
data generated or processed in connection with the provision of publicly available electronic communications
services or of public communications networks and amending Directive 2002/58/EC >https://eur-
lex.europa.eu/legal-content/en/TXT/?uri=celex:320061.0024 > [05.06.23].

301 0439, Bgbero 6.
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90655MB0L 9965b30L 5OG REGOIL O O3 39CIOEGISL 0M35¢oLi0bd©, Dgdmm
Bodmm3wowo  dmbs399900  gMMMIWOMdsTo  2obbogololl  5@s0sbms  3oMo©
35™360905D9 099650 BMLEHO 1336900l F53909d0L TGO GIMBSL 0GP, A
5300  dobsbzg®o o0ym 0bozoms  ymzgwmomemo  B3939%0, 9dGH03mdYd0,
LME0SIOH0 35300609O0 @Y 5.8. FoOMI0s, 50B0TbMwo 8dodg Bo®gzsl Fo®dmoygbs
30650  (3bmgMgdols s IMbs39d9d0L  HE30L  MBWYdSTo, 09d3s 306500
©0M9JH03d 29509mM03bs3s  gugd@BMmbmwo  3m8Mbozsgool Jobss®lols dm3mzgdols
G9L5EPOEIMBSL @5 5ToLMB, 0g0  3OMZ50IM  3nF3560JOL 535D
9mbs3g8ms 5330l O MBOIBOMBMYOOL 6339010 3G0BE03gd0m  FmJdggdsL,
LOBOASODNEMU Q56350 3HJO0M 306500 FBM3MGOOL bgerrdgmbgdeMdOLs @S 39MLiMmbogrme
9mb5399m5 5330l MBRWIOOL sOLOL bgeygmRsl 500 56 3Jmbos.

3.3. 3HM3MmOFOMEMDS
3O03mOE0)Md0L  IMmbmzbol ™obsbds JgBM©30L 99  MBYdoLm30L

doyggbgdemo  Bosbo  Jogdmeeds  LoMygdgerds Mbs  QoIfMBML. 3B 5ToLmsb,
399mygbgdmo  mbolidogds  sbobmo  GoBbol  Jomfgzol  FgloggGolo o
S30YOI0  Ladreegds b ogmb, Mog  d¥MIZINWHowsE  BIOLYBLIOL
030590 gdol 456bmM 309w gdoLsl BYIZL s 23dMYgbgder 5FsEdILS s
©obobe  JoBobl  ImEOL  BoEsblol  o(330L396  B0dEIBL.  FOMIMOF0EIMDS
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1535 900L 9B9IBHYOMBOLS S 0bEGHOWBOMWMOdOL Fgasligdsl. 39Mdm, dgMBgmeo
0mbolidogds  doBbol  doefigzol  Lbgs  LsFMsEgdgdmMsb  Fgotgdom  bozergd
06O bomwo Mbs oymb. 3% Gmymedg  fgbo, 930MM3MEo  BoMHNEABoXEgdOL
LobOFsODEM 306500 3BM3MYdIOL bgerdgmbdgEMdols @y 39OLMbogrmE dmbozgdms

53306 MBgdYdoL FgBM30L FoMHNHBMI0GMHGOIOL oAIHOLSL ,33536 GHILAL"

302 0439, dgbero 5.
303 Assessing the necessity of measures that limit the fundamental right to the protection of personal data: A

Toolkit, EDPS, 2017, 5-6. https://edps.europa.eu/sites/edp/files/publication/17-06-
01 necessity toolkit final en 0.pdf[05.06.23].
304 0580
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d9-8 dmbols dmmMbM3zbgdl. ©oMgdEH030L  Logdzgwbg  F50IBEHOBOEFOMYdIGEO
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©M3M396GH0 96O 0m35wolHobgds Mmd0gdBHMO  3M0GHIM0MAL, OHMAOoMSE 93536M0
39930009330l dgLsds3oLOE FYOBOMOIOIMES HHOWMDM030 MOMYEMGdOL amMds
9mb5(39990b7. 59556 33393 IBGHIO0 MMRBMYdOL 3mds Fgbsbmew dmbs39990%bYg
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30> Handbook on European Data Protection Law, 2018, 46. <http://fra.europa.eu/en/publication/2018/handbook-
european-data-protection-law-2018-edition> [05.06.23].

3% Digital Rights Ireland Ltd (C-293/12) v. Minister of Communications, Marine and Natural Resources and
Others and Kartner Landesregierung and Others (C-594/12), GG, 2014.
<https://curia.europa.eu/juris/document/document.jsf?text=&docid=150642&pageIndex=0&doclang=en&mode=

Ist&dir=&occ=first&part=1&cid=511178> [05.06.23].

37 0439, 62.

308 Tele2 Sverige AB (C-203/15) v Post- och telestyrelsen and Secretary of State for the Home Department (C-
698/15) v Tom Watson and Others. GC, [2016] CJEU, 105-107.
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524 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No.
108), 2018, article 5.

35 Practical Guide on the Use of Personal Data in the Police Sector, Strasbourg, 2018, 5. <https://rm.coe.int/t-pd-
201-01-practical-guide-on-the-use-of-personal-data-in-the-police-/16807927d5> [05.06.23].

260439, 3.
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32 Karabeyoglu v. Turkey, [2016], ECHR.

3% Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No.
108), 2018, Article 5.

31 Handbook on European Data Protection Law, 2018, 210.
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50580560l MREGdIMS  93OM3MEo  3mbg9gbi00lL, 93035380601 B6sTgbEHMO
PRGOS JoOEoob, 108-9 316396300, LodmeoEom s BsBsMMIEET(393 bLBgM™ABo
9mbs399ms 53306 OMYJBHO30L, LoJoMmM3gml  3MBLEOEHWME00L,  Lods®rmzguomls
LBolbOoL  BsFoMOlL  LadOMEgbem  356mbIIdEMdOL  BmmMbmgbgdo s  53sLsb
95903903580 8000gd96  5@0sbOL  MBEIGBsMS  G3OM3NMO  LOLOBIOMEMS
9560 Aoy MEgdol 93MM3ME0 LobsdsMWML d0geM ©9330MJOIMW 256356 FHJO9OL,
oMfdmbgdom 8g0dgds 0mg35L, MM LoLbEOL LMWL oM ABOR I gdOL
3063 9JuAHdo  ogo 046905 OMAMOE  JOMOMIO  MBGdOL  FsMEDBMI0gMO
39D030L BoMRWGO0, 0L 05O LEXIOM S 3gMHAM 0bEHIMILYIL TG OL.

36 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No.
108), 2018, Article 5. ob. Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA (Data Protection Directive for Police and Criminal Justice Authorities) <https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A320161.0680> [08.06.23].
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0530 IV. 3m3309@g6mero 9mboggdol FomBmeagbols 1is300mbo s50dmlisgumgo
35MGbomMmMdOL Mga0mbdo

1. 503mlssgergo 35MEBoMMMdOL dglisbgd
503Mbo3Egm  39OEB0MOHMdS - 930m353006MH0L5 S 93MM30L  LEdFML  9HPMdEO30

303039900 06030530355, MOMAgElsg Logdzgwo 2009 Houb Boggs®s. ogobos@ogzol
d0Bsbo 93mM353d060b, oL {936 LobgudFonmgdls s dols 9dal sdmbsgargom d9HBmdgWl
dm6H0L 7OH0YOHDMOGOOL FoM™mBo3905 S J5dW0YMYds FobZm. 35MEGHBoMMMdOL oM
3o9bLOBOZOME  3M0MMOGIGHVI 0TI GOGIL TGOl 30dGOMLIBODMYS
(Cybereast)  gom-g0mo  doMomo©  39dmf39350  omzegds. dqLsdsFoLo©
300967LOBODBMYOOL 36rMmgdEH0oL BoMRgdTo Imbsfowg 439Y69d0Lm30L, HMAMMYdO(35S
LAY, sHYMHBOK b0, dYJMOMBOs, LodoMmMZIWM, IMEEMZOIBS S ©936M50boLMZ0L
15396Mmbdgd™ 35BOb ,,30096b5Tool Gglobgd 3mbzqbE0sLMb Tglsdsdobmdsdo
9my3560bm30L, BodsMM (3930 MMPBMGdOLS S LOLEBsO MM bgeolgzergdols
399e09M930LsM30L, dmALobOdOL IMIFMEIdEGOLS s BOTSOMOWT393 “9hHYygdgdL
dm6H0b boMdOoL A50MT53900Lm30L5 S 9BRIJGHIOO LEgGOHMDSTMOOLM Msb5FIOMIWMdOL
Bo9Myoe0d900Lm30L Wgdg 0b6@9bLomEmo FMdsmds 0dEobsMYMBL. 370 30650050
Lobbgrol  BsdsmEol  FomodboxMEgdol,  3009MLIROMHYgdOL B0
9003M50Md0Ls s LYYODM  MBIRODMBMGOOL  A5dW0gMHOOL  YBEOMB39ELoYMBS©
3639630000 25m35¢ol{jobgdmeo B5GHgMm0s MmO s 3MMEILYISEIMHO OO0l
960m3bmw  396mb3gdmdsdo  Lomsbsm© 033w gdgb@GoMmgdsl  25ws3(Y3930
960083690™ds 593, 9egdGHOH™MbMEo 0bxgMmMTs300L godmmbmzols 3mbom s EbomMo
93996900 L5356Mmb3gdEM d5BoLs @S T 0bsdg sMLYdMWO godmf393900L 2o3bmds
M930mbdo  sMLYdIMO LEYODM oMMl HoMTMEYIBLs s vMINZY, JoBrero,
963610 3560Mm6dgdmdols Loderogmobs v LobliEol Ho@mdmPgbsdo ag39bdsmgds.
535b056, 50b0dbMEo JgbodEgdMdSl dMm3393L, MMN0YIOHFYIMYOOL Loggwydzgw By
300l 9EMm® BMOTsE0MEr0 dsBob sbzghols s Lodmdogwrm 35630MMdOL gHgdDY.

570 0b. MBSO Qobirbowgds <https://www.coe.int/en/web/cybercrime/cybereast> [08.06.23].
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2. bemdbgomo

»300900bs8smol  Fglobgd”® 3063963008 FmbM3bad0ob  Asdmdobatyg
b9d9d33Mgo  Lobgdfonmgdol geHmzbmwo  356mbIYdMds  LEOWMws b
sbEbO3IL  Fsldo  Qom35¢olHobgdM  Logsdmdogdm  dmddggdqdl. 0d39MSEH0YIEO
©omgdol dobobo gamgd@mmbmmwo 8330390 gdol dm3m3930Lm30L 5930 gdgE0
36Mm39LsMHo  394560BAd0L  9MHMzbme  356MmbIYIMdsTo  ©IbgM30L oM.,
399d0gd0l  3OHMmEgLdo  5sd0sbol JOMOMOIPO  MBWGOJOOLS O MOZ0BREGdJOOL
LomBIEM HE30L WBOWMB39gEYMRs HoMBTmoYIbL.

60356Md0305, MM 3:m330MEHIMME0 dMbs3gdol Homdm®aqbols dMdsbgds, MMM
©59M)3000999w0  Loasdmdogdm  dmddggds,  Lemdbgomol  Lolbwol  LsdsGngols
Bo3MmMEgle  396mbdEgdemdsdo 96 9GOl 083wgdgbGoMgdmo. ol Bogaws,
3990d0905bg MBWGdIMboo 3060Hgd0 3m330MEIO LolEgdsdo 96 gargd@BHemboye
BoBHoMmgdgrdo  dgbobmew  3mB3om@GHgtree  Bmbozgdl,  BbM939-5dm©gdolsmzols
5039600 Fglol dobgz00 Imo3mz9096.%7!

bLe@AbgoL Lolbol BodsGmob LadMmmigbem 3mgduol 228-9 dmbeol 99-6 bsfoerols
05b65bds  ,69856M30L  go3bmdol 8909y,  @odmBdogdgEo  LMOZsDMBAL  30ML
6900ymxzmdom 45sLEgl bogdolsmgzol 60d3z6gwmgsbo 0bgMmMIsi30s. Fobsswdwgy
3900bg93500 BsdImO™MTIG35 0dgdomo  fgbom  gobbm®mE30gwgds“. sdslmsb, 3539
3m9duol  226-9 dmbeool  d9-3  bsfowrom  sfglgdmewgdgdl,  MmOysboBoiEogdL,
05659g0mdol 30609l  IMdoersdggdl o6 5d300  YYRWIGds  MOMo Qb mEbomb
399m3d0gd9elL, dob doge dmmbmgzboo bogmgdol, ©m3MTgh@gdol b  Sbiergdols
3900539959 "“. 0dob Fom3zswobfobgdom, MM Lmdbgmol LadMmEglm 356mbIIOEMBS 56
03bmMdlL 3m330MEGHIMME dMbs3gdms Lobggdl, GMAMMJI0ES FMIBIsMYOEOL Tgbobgd
06830635309, BM98030L5 s F0bssOLMOMO30 dMbs378900, 3nd30EHIOHwo dmbsigdols
9m3m3900Lbm30L  63dsM™M30L  go3gdolsl  BbMg30-58m@gdol  {glmsb  gBomsc,
bgddegsbgermdgb  Lodmagbem  3mgdbol  122-9  dmberol  1-ewo  Bsflogroom
39bLOBOZOMEO  M3MIbEHOL  36gd0m, MMIgEoE ULsgdsm®  FBoMomm  Jobss®lols

353oMGOI0s S 959MHM06g0L  Jowoswr DBy, TogboBH®, gargdBHOMbmE s Lbgs

371 Criminal Procedure Code of the Republic of Armenia, 01/09/1998, Article 228(6),
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LMo gdgdDY 293990 LoEY3096M, MoEblom, AMR03MWw 6 Lblgs LOIdMEMEOO
53mOJ00 Q5dMBsbe 0bgZMEOs305L.

©s13360m30L, FobgI35 0doLy, GMI Lmdbgmol LsdOHMELM  356MbIYd MDY
d9bsbmeo 3m33099EgOHwo Imbs3gdol dm3m3z9d0L TgbodegdMmdsl 0deg3s, 030 396
53059mxz30egdL 30639630000 gomzscolijobgdme dmmbmgbgdl. 32 3mbgzgbigools d9-18
dmbol doMoms© doBsbl gwgd@®Mmbmmo 9330390 gd0l, MRWGOOL 653w gdo
39D0M©30L6 bsex By Im3mzgds Hocmdmoygbl. Tgbodsdols, Lolberol LsdsGmeol

Losddobogols Mg g356@E«Mo  gargdB®Mmbmwo 333033909 gdol  TgaMm3zgdolmzoL
3991089000 Bb6935-50mM0900L Bo@o69gds 80Bs63gmfimbgwros.37

3. 5BgMdsoxsbo
abaogLbyE  LE@AbYMOLY, SBYMBIOKSBOL LolbEOL LsBsGICWOl  LadMMEglm  3m©gduo

49bsbMo  3m330v)GgOH o Imbo3gdol, o FmEol  dmIbomgderols  Jglobgd
068363300l 833905, ©IM300JOJo  Losdmdogdm dmddggdol Losboo 6
3PgLE0YgdL. 34 obgm 30MsMdST0, MMLsE Lolbeol  Bsds®omeol  Loddobsmazols
09w9356@GWMMm0  33309)BHgOHIwo  Imbogqgdol m3m3gdss Y30 gdgwo, dbocgqdo
LoLbeOl LYTsMOL LE3OMEILM 3mEgduol 143-9 dmberols d9-2 Boflogrols s 135-9
dmbeols 30MH3gmo bsfowols dobggzom dmddggdgh. LadOHmaglm 3mgduol 143-9
dmberol 99-2 bsffoerols obg300 ,350mdd0909w0 s 3MHM3IMOMOO MBgdsdmlowbo
560056 goHogMEOo ™) 099MHOEONWO  306MH0LYsD  FMmoMbMzMb  2sdmdogdolsmazols
360083690m3560 Logbgdols s M 3MTIBEHIOOL FoMdMmEYgbs*. FoMISE0s BsTMbsmM3edo
30330939 dmbsagdl 96 gagd@®mbmer 3330390 gdsl 56 3b3wYdom, MYIEo
50539 3m9gbol 135-9 3mberols 1-ewo bsfowom ™ 3dgb@o, Mmool dm3dmggdss 143-9
dmbol  msbobdo  Fgbodargdgeros, 9ugd@GOMbM  0bxM®Bs30sleE  dMOSBEOYOL.
506009, 59 MO0 bBm®IOL MOMOgOHMIGXIOHIO0m  253Mmd0gdoLOMZ0L  LalisMagderm
909dBHMMbMmo  0bxm®dsgool  dm3mggds  bgwdobsfizcomdo  bogds,  0ndEe
15gOH9PYIMS, MHMI dMbMZLs TGuolitrmEgds© Bog5¢YdNM doerols dmbg Moo

372 Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 17 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [08.06.23].

373 0533
37¢ Code of Criminal Procedure of the Azerbaijan Republic, 14/07/2000.
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@5 9m39dmwo  dMbeols LsxkgmdzgwbBg 0bBMMTS300L  ows3gds  bgdosymzrMdom
bobosml 5BoM90U. 0dol 39035¢0L{obgdom 60ad 0565996 MdOL
69054mBMO0MMd5d  Jglodgrms  dgbsdg  doMms  ABOOID  odmdogdolimzols
699g356@MMo 9330390 gdol  2ov)(399mds  2odmofzoml,  dBHgMds0xbOL
Lo3OMELM  3mE9dubol dobgzom, dmmbm3zbols FgMlitmEgdermdol dgdmbggasdo,
3993309090 ©S 3OMIMNOMOO J9dBHOMbME 06835300l FBGY35-5dMm©gdolsmzol
o3960o  figbol  dobgzom  FMmo3mzgd9b, °  mwdao, Bb6935-5dm@gdols
Bo3oMgdolomgol,  Lolberols  LsdsGmerol  Boddgbg  ™mBoE0sMHo  g53mdogdols
90900b56M9gMmds @5 BoLLAsMMEM  BxdsMMZ0L  5MBYIMDdS 530w gdgE  F0obs3oMmMBSL
Do0mo9bL.376

oODO05, Y3939 JOOMIOMdI0 3MM3gLvs® d9dobobal Jabols Lolbarol
L5oMOl Logdologols ©O0M9dMO 993dGO™bMwo 930390 900L
39360m3900bmM30L, I35 SHYMD0KBOL gMM3bmE 356MmbIEIdMdsTo 3mb3963000m
539600 3M63609GHMo s 939800 BmMTGIOL  sMIMLYdMdS  IB0T369wM356
399mf39350 MBgds 5 809bge350 W EHIMOBsGHOMo Mboldogdol dsdmygbgdom
3033093 9OH Mo 8mbsggdol  8m3m3ggdol  dgladagdermdols, gl 3mbggbzool dg-18
dmbol Immbmgbgdol s3d5gmazogds© 396 Bsomzmgds.

4. d9E56HMLO
09O MLoL LOLbbEIOL LodsMNEOL LadMHMEgLM 3MYJLO ,3009MHBsTsEol Fglobgd®

3063963008  09-18  dmbrom  Jom35coLfiobgdmEo 30330993 gOMo  dmboggdols
DoM0mpqbol  3Mdsbgds”, MMAMmOHE3  ©IIMY30gdgo  begsdmdogdm  Bmddggds
39bLOBOZOMEO 96 5OOL, MMIES (39039 3VIMYMBL ,3m30ME Mo IMbs3gdol
QIMZ509M9d0L“  Logsdmdogdm  dmddggdsl. 37 dgErs®mlol Lolberol bsdsGmErol
Lo3OMELM 3m9gduol 203-9 dberol Jobg300, BMYSWIW WIMZIW0IOJOOL S Fom
Gmeol  308309939OMo  dmbs3gdol  IMZ90gMgdol  Logdzgwos  Bs3dsMolo
9dmb5(399900L 5MOLYdMDS, MM LsAsIMI0gdM mddgEgdol dggas dozzergoer 0dbgds

375 Cybercrime Strategies, Procedural Powers and Specialized institutions in the Eastern Partnership Region —
State of Play, Council of Europe, 2017, 11 <https:/rm.coe.int/3271-3608-report-on-eap-state-
may2017/1680728bca> [08.06.23].

376 0530
377 Criminal Procedure Code of Republic of Belarus, 16/07/1999, Art. 2041.
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5658570l 3350 96  sdmBgbow  0dbgds  Lobberol  LsdsGrmneols  Logdolomgols
9w9356GH MO0 45693 9ds.378

50539 3mgdbol 204'-9 dmbeol 99-2 bsfowrol dobgwozom vy 303304GHIOME0
9mb53990L OLIMZ9e0gMJOWs© F3MTOLM30L 5)30egdg0s FMIbTsMYdOL doge
33BMM0BH3F00L 293w, 56 ™YY 030 F90Es3L 0BBMMTS30L 30O (3bM3MYdOL Tgliabgd,
36 396mbom o3 LEOWWAEM OBFMOTE0L, 56 OBFMOTSE0L, MMIOL Yoz36MEIEYOS
56 3ofimegds T9HOMOM0s, IMZIE0JMGdS ©ILEAZ9005 TbMEMEO 0bBMOTS300l
Ix™dgol  sbbIMdIMdOMS @ doLo  MbELLHMgdom 56 AsdmAdogdol b
LogodMd0gdm  MOROBML  2ooY39BH0Wwgdom,  OMIJWOoE  IILEGHYVIMGOMWO0S
3O3OMOOL 56 dolo BMmoAOWOol MobbAMBdOm. 25sIEIOIE0  SYEOWJIMOOL
390b393580 35096905 g0degds 3MM3OHMMOL 56 Jolo Mmool BydsGmM30L
3960989, IBMEME  359mdogdwol b Logsdmdogdm  Mfiygdol  49sfY39G0wgdols
15931939 DY BoBHIOIL, 039935 Fom L¥TMA09dM dmJdgYdOL Bo@oMgdols dglobgd 24
L5950l 2o6ds3Md5d0 bs 9EbmdMm™.

30830993900 8cmbo3zgdol sm35¢0gMHgd0l MM dgEsGVLOL Lobberol LsdsGoeols
Bo3MmMEgLM 309Jbo 0EbMdL saMgmM3g 3MI30GHIMMOo LobEGHIIol 6 0bgmEMIs30ol
95350900l 5dmMqdol  dqlodEgdEMdILSG3, MwYdgs vy om0 sdMEYds JgdY™I0
QOMZ50gMH 900l Jobbom F9dwgdge0s, odmddogdgwro Ma3egdsdmBOEI0s 3o53900ML
303309390 Imbs3930L SLEOo, Bro POMLSE MBS Fodmomoibml dolio s35MY30L 96
3H056900L LogO®mbg s F9bs®PMBgdM 0gbsls Jobo ZoGROLOSBMDS.3° BoyrMmoE®gdm,
MOmd M35 09Mgdol  mJddo  Mbs  5©00bodbml  3mA30mMEHgOH o  dmbsigdols
QOMZW0YMHYIOOLMZ0L  godmygbgdmwo Lsdg3b0g9mm ©s 94603790 LodMsEgdgdobL,
bgbofgmgdol s 30d30EHIOo 3OMYMSdgd0L Jqlobgd. s3sbmsb, Mbs sofgmmls
030mdob  3GME3gEMEs, gomfdgdol  MM™ML  sbbmME0gwgdwo  Jdggdgdo s

doRgd o 99@gygd0.*
QOIMZOW0YMHYOOL  49Ms, DYool  Lolberols  LsFsGNEEol  BadmMmglm

396mb3gdmdom  3md3onGHgdywo  dmbsggdol  Im3m3zgdobomzol  Jglsderms
399y9gb9de 04656 Bb639-58M©gd0oLm30L oYgboro [algdo, MoE WIM35e0gMHgdoLs

378 0439, dvgbero 203.
379 0439, 8vgbero 204! (3).
380 0439, dgbero 204! (4).
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AbaogLby  259M3d0gdOl  IYRIBOWGILME  gOMI©  IOMINOMOOL  MIbbIMdOL
3OLgdMBSLYE FMombmal. ¥ sds3Ydom YW gddL 3H3Wgd0m ,d0bogsb Loddgoms
LodobobBM™L Fglobgd“ dgestrmliools MYL3md030L 396mbTos, HMAwol 24-9 dmberols
dobgzom »7909905 MB3Egd5dmloos Boo@oMml 39M5GH0-B53dgdMH™
©™bolidogdgdo, MmMRs60BE30gd0LYD S FMJsesdggdoLsRsD Tmombmgmlb s dooml
399d0gd0Lsm30L  BoFoMH™m 0bBMmMTs305 s MIMIYBEGH0, brm 5930 gdEMdOL
3990b3935d0 0d99egd0mOo oo sdmoml olbobo® 382

9db3oM9gderols dglobgd 0bgm®Bs3ool AMm3m39dsLmsb 393806090001 60sbMd030
09MMBool MHg1329d¢030L 3M)HBoIbEHOL N60 dMJs6gds, MMIgEoE FIBLEBOZMOZL
dmAbobmEgdol dmdfmgdgwms doge dmdbdsmgdgwms 0bgm®mdsizool dgbsbgols s
05999953990 §9LgdL,33 MHMIGEDY IYOHEMBOMSF Fodmdogdsls bgwro dofzgds obgm
0b6x3m®M35305P9, OHMYMOHOES IMIHAMYOEOL dMfYMmdogdgdol ds0©IbEH0TB0(306M9dE0
9mbs(3999%0, 3oL BoghH  AsdMYygbadmo  0bEGHIMbgE LgMzoLgdo, 39d-339MYdOL
doLsdsMHMYOO S 5.9.384

3900905 0md35L, ®MI 5MLYdIYO FEYMTIMYMO0M dYSGMBOOL 15 356MbIYdW M BB
UOMEYMBOESE 396 dbobogl 9. ,09s399@0L* 3mb3zgbzoom gomzswolifjobgdem
9mbm3b90L s BoFoMMIBL Lo3omMbol 9o BME BMFglEMOYYOSL.35 Loy YdMS
5580560l MBEGdSsMS S JOMOMIP MZ0LVIBWGdsMS 5330l Lo3ombos, 3065006
6900LdogMmo Lobol, s mGol Joboss®lmd®moz0 dmbs399900L IMZOE0gMHGdS O

50mgds3  299mA3d0gdeols s 3MMIMOMOOL  A5HY39BH0Wgdol  Loggdzgaby

bmO309w@gds.  Logsdmdogdm  8mddggdol  FOWIIEIOIIO  SYY(30EGIMBOL
L53MAZOm BoEHIMYOOL G90mbzg35d0 30 3OMINOMMOL BIdSOMMZs3 96 SMOL LoFoMm,

M3 506M5589O0 3md350 F9damd Jobo 356mbogMgdoL LolsdsO MM aBoom Jgdm{dgdols
1539 PINMYWMMBsDY. O3 9o LORsIMJogdm  ImJdggdsby,  0dbgds gL
303309390 dmbs3gdol  omM39e0gMgds  0v)  BbEMN35-50mMqds,  LolsdoMmEm,

381 0439, dvgbero 210.

382 Law on the Internal Affairs Bodies of the Republic of Belarus, 17/07/2007.

383 Decree of The President of The Republic of Belarus on measures to improve the use of the national segment
of the internet, N°60, 01/02/2010.

34 0day.

38 Cybercrime Strategies, Procedural Powers and Specialized institutions in the Eastern Partnership Region —
State of Play, Council of FEurope, 2017, 14 <https:/rm.coe.int/3271-3608-report-on-eap-state-
may2017/1680728bca> [08.06.23].
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B9053b9390MAL 56 SbMOE09WgdL, bmerm 3OM3MG@MmO 56 dobo Mmooy,
OMIgms  bbAMds3  399mBd0gdol oYY GISLMD GO  LodsdMIogd™
999930l Bsbo@GoMmgdEs® 930093905, 396 B0mM3Wqds 9539dGwe 39dsboBds
3065 3005 (3bMm3MY05d0 MBSO DMI0GOHO B30l 35306 SBOEFOW YOS,
3065056 obobo 9mTsbgmoligsb RMEJ30MMs© IFMI0EIOGIO 56 50D, M3
3900599Y39G0 BJGHMO05 9539dGHMO0 BgIBYP39MBOL Q5bbMEME09WgdoLIMZ0.
d9L58530b5, LH30bOL MOPOYHNTGX JMJOOL Bormd3z9w By, IOFIMBIdOm Tga30dw0s
300935, ™03 39WsHMLoOL GMM36mE0 356MmbIEYdMdS 3960 35LbMBL 3b3z96300L dg-
18 37berols dmmbm3zbgdls.38

5. dmgmEmgs
390dgds 00g30L, MMI ,,3009M050650509ol Jglobgd“ 3mbggbgool d9-18 dwmberom

3°0350bfobgdMwo 3md30MEH Mo Jmbs3gdol gowsigdol d6dsbgds, dmermaol
9636 396Mmb3gdmdsdo  bofowmdmog oMol 083¢gdgbEG0MmgdMwo. MM
B39bm30L  (36Mmdowos, 3m330MBHIOMWo  dMbs3gdol 29390l dMAIBYdS  FomoO™
F0bs5MBOLLS s ghmol dbGO03  3m339BHIBGHMO  MOYBMGOL  Bodmogdsls  5dgg3L
9m03m3mb 439960l BHgMo@MmM0sby  IYmxy  3oOmoasb  BgdoldogMo  35GgAMEool
3033093 9O Mo dmbsgdo, bmerm dgmegl b3 3MM350IMOLASE FMIBTsMGOOL
dglobgd  0bxzm®Bogos.  bsgzws  Bm®AoL  LOMEYmRows©  083¢gdgbE0MgdoLs,
9mwOM3z0lL  396Mmb3admdom, YgMEMmoEgds  dbmwmE  ImIHIsMYdEOL  dgbobgd
06833300l dm3m3g9dsbgs  godsbgomgdeo.  39Mdm© 30 ,30096sbsdsol
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3% Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 41 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [08.06.23].

387 Law on the prevention and fight agains crime in the field of computer information, N°20, 03/02/2009.
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388 Criminal Procedure Code of The Republic of Moldova, Ne122, 14/03/2003.
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%1 Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 67 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [08.06.23].

%92 Criminal Procedural Code of Ukraine, BVR, 20/11/2012, Art. 159.

393 0d30
3% 0439, dbeoo 160(1).

102


https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-on-cyberc/16808f1e39
https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-on-cyberc/16808f1e39

6030905 s ©™3MIIBEHJOYg 3MTs, OMIO0E ™Mb gMM30L 96 35380MT0s oo
OHN0JONMOIBMSD.

53 899b9ds 306U, 30L F0ToOMo3 2503995 LOLHTIOWM BYBSOMIZS, 0O 5 YIYWOS
2409mdogdsl  FoboErgdbBg  F3mAol  Bodrowgds dobEgl, bmerm ™Moz SMGLIEHO
MR gd53mboEros dmombmgml Joligeb sdmEgdmeo m3mdgb@gdol slicngdols dolmgols
©OBH™M390s. ¥ LoobEGHIMGLMS 89958 MBOLMZ0L  sABOEo  FMmPbM3bgdol
0530594mx30gdol Lsgombos. 39MIME, 99309d9w0s 3450 AMI™MdSdo J0M0YdS
393990096 5658596 535300609 2569 Jd9dBY s 00 INbEBy, MG B3
399mdogds  d0d@0bsIgMdL, gobolsBEzMML ol Logsbo 96 ©™3MIgbGHo, G™Iwol
9m3m390533 02930905,  ©53854MBOMGIMO  0gmlb  35MoEoL  Lygwdzgwo, GMI
3b636M9GH M doLoengdl gl 0¥ ol 30M0 BGEMdL b Fg0odgds BEMdEIL s MM Aol
LobbgPol BodsMMEOL LogdolsmzoL 8(3303I0YIJIONO VOMGIIGds A55Bb0S. 35bMmbom
53 B0 ™m 0bRMMT5305Lm6 i3mdols d90mbzg3s80 sLvdMMEo Vb
0ymb, ™I bbgs gbom dgwdegdgaros 3063093 Meo 49M93mgdgdol 33033905 ©s 50
doBbom  AsboErgdbg  F3MTd 930w gdgwros. ¢ LimOg  39bmboo  oEme
Lo0EMIWMMs  BIMbBsMzodo 99393 IMIBTsMGdOl  Fglobgd 0bgm®Bs30s. Fom
dmMH0bss  30O0L X IBIOMYMBILMID 535300900  dMbs39dgdo, 3MIGME0YIENO
L50YIMYGDS, BodIBIM LE0WYXMYGdS, LB3s 30MOO bolinsmMOl 0bFMEMBs30s s 5.9.3%
d9L53530Lo, SLgMO Lol VbFMEOTs305Bg 3™l F5dEAMIMdOL Y)BIdOLSL
39933090900 099 DMYPs© IMMbMZ670MIb GO WIsLHdMMIOL, O™ 0bFMOTo305%DY
P30mds  ogbdsmgds  3mb63M9GMIWO  goMgdmgdgdol 3330399530 @s bbgs abom
397dgdgeos oo 3mBogool sLYdMMYDS,  LoLHTIGIIWM 5O YOME0S
Q0553059mx30¢ml Jobo 9959 MAEMds.5%8

d9x09900bm30l,  M3Ms0bol  ghHmzbmwo  396mbdgdmdom,  3md30mE Mo
9mbs3990L  HoMdmygbols d61dsbgdol se@GHIMbs@Gow mboldogds, bogmgdls s
©M3M9963Hg0bg  @OMgdomo  {i3omdol  Logodmdogdm  dmddggds  gobobogds.
G0b55MOLMOM0350 00  3mI30BHIOMwo  dmbszgdol  FoMmBmygbol dMdsbgdols o

5 0439, dvgbeoo 165.
3% 0939
%7 0439, 8vgbero 162.
%8 0439, dvgbeo 163 (5-6).
103



Bb6935-50m0gd0ol 9argdgb@gdl 99o3o3L.%”° Logsdmdogdm dmddggool Bo@omMmgdolomgols
3300098905 LobFsOMWMm  6gdsMIMZs.  sBLMID,  ogbowos  dmgmo  Gogyo
dmmbm3zbgdo 950 aMmI™dol  ©oygbgdolsl, Moz  9OHMOOMdIT0  REGOSTO
030009000  BsM930L296 (3306 BYs®  goMsbEHogdls  Jdbol.  3mbgabiool  d9-18
3Mb0sb  odmBEobsdg d6089369em3z5605 BMIbTsMgdol Fgbobgd  0bBMmGIsEos
LBomobom  go®sbBHogdol  300HMdgddo  s30i©  bgwdobsizomdo  oyml
399d09d0LsmM30L. FgLsdsdobo, dolo LooYdwm 0bxM®As300Lbm30L d0329M369d5 S
5o  ©s353HJO0mMO  B3M09gMoL  Fgddbs  3mb3z96300lL  B0BBYB0dOIE  godmBEobaty

399905M0 GO0, 4%

7. 8953905
OMAMOE  9MHS9OMbIW  253585H30Wgm  YMMOEEGDds,  ,300900b5dsols  Ggliobgd®

3063963008  89-18  dmbrom  Jom35coLobgdmEo 30030993 gOo  dmboggdols
Pomdmagbols  3MAsbgds“  9xngAHMGo  LadMmagler  09doboBdos ML
L5393 MOYIBML J399bol FBHgMOFHMM0sDY dgmxzo 3060b, Joso JmMolb LyMzolb
36350009600, 9xmdgmdsdo 96 bgsdbgozgumdol  J3gd  9MLYdMOo
3033093 9OMo  bobGgdosb 96 dgdbsbggro  BmfgmdowmdoEb  0bgm®MTs3ool
390mmbMm3zs  gLsFoMMYds @S IgMEY, GMmEILsE dMIbTsMGdol dgbobgd  sOLYdMEo
999G 065305305 00 3O:M350GMOOL IREIMIGEMIST0 56 JMBEHMMWL §39359,
MOMIgwo3g  BoMmMOE0s  5ROM™dMH030 939960l BHIMOGHMM0sDY 9O 60Ol
930LEH0M9OME0, 09d3zs IMALobMMGISL SO MIM0Z FMLObgMdIL LMOgsDMBY.
d9L505d0LO, OMYMOF JugdBOMbMwo 933039009 gdol IM3™M3900L, 0l 458mdogdol
36Mm39Ld0 5530560l JOMOMIO  MBREGOJOIOLS @S Me30LIREIGOJOIOL 330V
MBOHM6390gmRol  3mmbom, bm®dol geHMzbme  356mb3gdEmdsdo  LOHYEymaoE
0939396 GH0MgOL  49M©ad@gbo  86003b6gwmds  5J3L.  @olvbmeo  BoBboIH
399306567, 99930093905 Logsdmdogdm ImJdngds gOmgbmer 356mbIIdMdSTO

3 Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 80 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [09.06.23].

40 Cybercrime Strategies, Procedural Powers and Specialized institutions in the Eastern Partnership Region —
State of Play, Council of Europe, 2017, 11 <https:/rm.coe.int/3271-3608-report-on-eap-state-
may2017/1680728bca> [09.06.23].
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401 Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 9 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [09.06.23].
402 Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 80 <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1e39> [09.06.23].
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9o dmMoL 9e9d@GHOHMbMwo BsdmomgdomsE, 4 MM, FodMbI3EOLOs 5E3MISEHOL
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%4 Khodorkovsky and Lebedev v. Russia, [2013], ECHR.

85 Niemietz v. Germany, [1992] ECHR, 32-33. Petri Sallinen and Others v. Finland, [2005] ECHR, 71. Wieser
and Bicos Beteiligungen GmbH v. Austria, [2008] ECHR, 66-68.

646 Versini-Campinchi and Crasnianski v. France, ECHR, 2016.

847 egds60330070 3., LOLbEOL bssBOEOL 3OMEILO - BMASO Bsfjogrol Jodmborzs, MdOEOLO,
09)MoLEJOOL Lobero, 2014, 250-251.  bogomomzgerml bobbeolb bsdsMmEolb LadMmiagbe 3mogdlbo, LLD,
09/10/2009, d9bewo 50. ob. 89(0 3., IH580 9., bLodsOM39wML LolbEIOL LsFsMNEOL LodMMELM 3Mmgduol
136-9 39beols Hx3mGOHI0MHdOLMZ0L - G9IMJOOMO S 93MHM3E0 FMbsBOYOIO0, gMdsbmwr-Jsmrmvyeo
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dboMq0g 3000l 306050 3FbM3MgdOL MBWgdOL bgwymazol MoL3L, 30650096,
303309939600 LobEgdob FMbs3E78mS 25FMMbMZ0L OHML (3306 MBOYJEHO 565 )
0600300l Jmbgd9d0030 06¢3gMglio, G539 30650 3bM3MYdOL bywdgmbgdemdols
MREGOSs. B 535bmob, 30mbz0ol 608sbl 35IOL saMgMN3g MbBIMBOL  GFotyergdols
39bLsBEZMOL  Lsgombo.  39MHdme, 303309939 mo  dmbs3gdol  asdmmbmgols
Logodmdogdm  dmddggdobomgol 3603369 m3s605, MM ©0bEIMLYdMEDTs 3063
BDMBEO©O 03MmEIL 065HGds YY) M5 303309BHIOI LolEBYFsdo JobmzoL Lsob@Eghglicm
999dGH®MbMo 06x3m®mBs300. Fgbodsdols@, 30ML, MHMIgGELsE 39390600 56 543l dsldo
3OL9dME 8Mbo39998096, G9vdEgdgos BMLEHO 0bxM®Bs305 Joshmgl dbstgl dsmo
3OLYdMBOL  Jglobgd, MMI  90IMOBIOO I35  FMbs(399bg  3o™mdol  MFBgdOL
36 GOOL gobloDBZMLS O B0 FoH3ga0L IMEFMMdSDBY.

5369039 Bo0bEIOGLMS IMEIMEIMDS, HMEILSE B3dEIb0Tg 30O GOPOOHMMWSE 593V
P30mds 96 3mbEGOMmEo  3m330BHYOHNM  39dbolzsbg,  0D0sMgdI6  JoBrmEgdl,
909JHOMbM  RBebBel s bbgs. bo@os, sbgm 300056093500 s LogOom
MR g05dmbogds  359Bbosm  FmfymdoEmdsby.  TgLlodsdobs, 035M0IdS, MH™I
05650830 MdGE0Esb  gOHm-gmH™MOL MbBIMBS 153056M0L0S Bogsdmdogdm dmgdggdols
BoLOE90M9O5.52 goblib3s390u0 30MMYOS 05MLYIYOL, HIMEILSE FoOIMSE0s 3060900
00569096 3m330EGHIOM  BMFYMBOWMdL, MPEs  Ld3MMIM0  3gOLmborMo
06836035305 96 5689000 godMmYMmBOE0 5430 35MME0m 96 sToB3MOL b3S Fgmm©oom.
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82 United States v. Matlock, 415 U.S. 164 (1974). ob. Georgia v. Randolph, 547 U.S. 103 (2006).

93 United States v. Kimoana, 383, F.3d 1215 (10™ Circuit 2004).
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